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., QUE VAMOS A HACER?

Introducir nuestro equipo de CTFs: Caliphal Hounds.
Presentar los departamentos.
Introduccion Google CTF 2023.

CTF de ejemplo 1: Criptografia.

CTF de ejemplo 2: Esteganografia.
CTF de ejemplo 3: Misceldnea / PPC.



CALIPHAL HOUNDS

El Aula de Ciberseguridad y Redes presenta Place Event

CTFS Leal'lling Path Country position Name Points

N 263 ASIS CTF Quals 2023
HaCklng Web A Flaggermeister 236 953
- q 2 5462052a41049a448f11740c0ca852d6 182,684 432 SECCON CTF 2023 Quals
’ i i 352  SekaiCTF 2023

David Carlos = ¥
Ramirez Acero Freire Caballero 4 Watch4Hack 37,507

141  CTFZone 2023 Quals

Preparate para hacer frente a todo tipo de CTFs sobre 5 clock_break3rs 33,538
Hacking Web a través de 5 sesiones independientes en
las que ofreceremos los conceptos clave de esta categoria

mientras resolvemos multitud de CTEs entre todos. 6 ISwearlGoogledit 32,983 131 ImaginaryCTF 2023

s s2 7 Ucha_CTF 32,782 =
Sesion 1 Sesion 2 - & 3 5
SQL Injection XSS Injection 326 Ci ypto CTF 2023
07/03 12/03 8 ID-10-T 32,256
Sesién 3 e, Sesion 5 R 171  Google Capture The Flag 2023
Directory Sesion 4 Repasoy 9 ICAIl Cyber Team 32,046
traversal, CSRF y SSRF ejercicios
Rlel},'olg.Fl 28/03 fm/ales 10 LosCazones 31,655 28 Break the Syntax CTF 2023
11/04 =
Todaslas sesiones se 1 Caliphal Hounds 31,612 s it
lade ehizd realizardn a las 18:00 en el 183 TJCTF 2023
YRedes aula B1 del Da Vinci. 12 Samfaina 28,083

60 Cryptoverse CTF 2023

11° de Espana en CTFTime



CRIPTOGRAFIA

Jeffrey Hoffstein

Codificacién i

Joseph H. Silverman

CRYPTOHACK

An A fun, free platform for learning modern cryptography

Introductionto  coetonomicon -

O sequir| 3 QFavorto | &

Mathematical

Crytonomicon es una iniciativa en espanol que tiene como objetivo brindar conocimientos tedricos y practicos sobre

» . criptografia. £l enfoque es proporcionar una comprension clara y concisa de los principios tesricos, lo que sentaré las
r 0 ra bases necesarias para cualquier perfl técnico de ciberseguridad. Todo el aprendizaje gira alrededor de la
ost-cuantica e

Simétrica
Asimeétrica

Cualquier persona interesada puede comenzar a aprender, sin importar su nivel de experiencia. Si bien algunos temas
1tio1 pueden requerir ciertos conocimientos previos, no son imprescindibles para el entendimiento.

Misc: PRNGs, SSS... s

o Criptografia simétrica
= Modosde n de cifrado de bloques

@ Springer o Criptografia asimetrica
= Diffie-Hellman

« Soluciones de competiciones CTF

o SECCON CTF 2023 Quals

o Break the Syntax CIF 2023

o IUCTF




Vulnerabilidades:

HACKING WEB

SQL/NoSQL injection
XSS

Directory Traversal
CSRF y SSRF

XXE



HACKING WEB
¢Con qué trabajamos? _ 4(
PortSwigger ‘, PortSWIQQer BURngTE
Burp Suite CE
Docker

Web frameworks, =

muchos web
frameworks (Node.js,
Ruby on Rails, Flask,

)
= B B

%

docker




REVERSING

(Qué es Revering? = Ingenieria Inversa

TIPOS CTF HERRAMIENTAS PLATAFORMAS
Architecture Windows Linux Crackmes
%S’pe: Reversing.Kr Reoyersing Kr
o Piece of . .
assembly Reverse Engineering
listing challenges

o Executable
https://www.root-m

e.0rg



https://challenges.re/
https://challenges.re/
https://crackmes.one/search
http://reversing.kr/index.php
https://www.root-me.org
https://www.root-me.org

PWN - Explotacién (de binarios) _

[*] "/homefoida/rop/vuln/vuln'

[ J Herramientas Arch: and64-64-little

o O O O

RELRO: Partial RELRO

Las de Rev (ghidra) Stack:

NX:
Pwntools il
Checksec

Gdb (gdb-pwnbg) _ 0 + 30

<«— 0x9d87

0x10212 [ AF IF 1
0x5655e515 <__sanitizer_cov_trace_pc_guard+37> mov ecx, dword ptr [ecx]
. ReCuI‘SOS = 0x5655e517 <__sanitizer_cov_trace_pc_guard+39> inc byte ptr [eax + ecx]

ox5655e51a <__sanitizer_cov_trace g mov dword ptr [esi + ecx*4], edx
0x5655e51d <__sanitizer_cov_trace > lea esp, [ebp - 4]
0x5655e520 <__sanitizer_cov_trace 4 pop esi

Cryptocat 0x5655e521 <__sanitizer_cov_trace_| g 9 pop ebp

> 0x5655e522 <__sanitizer_cov_trace_pc_guard+50> ret

pwn.college @xSt}SSeSZB lsj-a es%, [gs?]

OX5 529 lea edi, [edi]

o O O O

O <__sanitiz 0 c_guard_init> push ebp

pwnable.kr y & __sanitiz 0 c_guard_init+1> mov p?D;T:ZE g
pwnable.xyz

«— add esp, 4
<« push ecx

— <«— Oxe
add esp, 0x10
[ BACKTRACE ]




GOOGLE CTF 2023: ¢QUE ES?

o
Capture

The Flag
RN



GOOGLE CTF 2023: INTERES

Quals misc’
1°: 12345%
2°: 5432% crypto”
3°: 3210%
pwn’
8 equipos i
reversing
Finals .
1°: 7331$ web
2°: 3113$ ”
3°:1337$ sandbox™




CTF DE EJEMPLO 1: CRIPTOGRAFIA
LEAST COMMON GENOMINATOR?

Someone used this program to send me an encrypted message but I
can't read it! It uses something called an LCG, do you know what it

is? I dumped the first six consecutive values generated from it but
what do I do with it?!



CTF DE EJEMPLO 1: CRIPTOGRAFIA

dump.txt  generate.py public.pem

dump.txt generate.py public.pem
6 nameros Generacion del Clave publica
consecutivos cifrado en formato

M

PL



CTF DE EJEMPLO 1: CRIPTOGRAFIA

bytes_to_long, isPrime

lcg_m = config.m
lcg_c config.c
lcg_n = config.n

__init__(self, lcg_s):
self.state = lcg_s

next(self):
self.state = (self.state * self.lcg_m + self.lcg_c) % self.lcg_n
1 self.state

4096 % config.it ==
t config.it 8

4096 % config.bits ==
t config.bits == 512

seed =
2112868183456275491836086787263704122180296398730545138390053406506749821694049378623959805685500635048047833284502675662249378
80641772833325018028629959635

lcg = LCG(seed)




CTF DE EJEMPLO 1: CRIPTOGRAFIA

Linear congruential generator % 17 languages v

Article Talk Read Edit View history Tools v

From Wikipedia, the free encyclopedia

Alinear congruential generator (LCG) is an ithm that yields a
sequence of pseudo-randomized numbers calculated with a
discontinuous piecewise linear equation. The method represents one of
the oldest and best-known pseudorandom number generator algorithms.
The theory behind them is relatively easy to understand, and they are
easily implemented and fast, especially on computer hardware which
can provide modular arithm by storage-bit truncation.

54 &) i & 5 4
5 oupit3 owpitd oupit aulpulﬁ output 7 oulpulZ output 0

CUIT rela
The generator is defined by the recurrence relation Two modulo-9 LCGs show how different parameters lead to different cycle lengths. &1

Xup1 = (aX,, 1 C) mod m Each row shows the state evolving until it repeats. The top row shows a generator with
m=9,a=2 ¢=0,anda seed of 1, which produces a cycle of length 6. The second
where X is the sequence of pseudo-random values, and row is the same generator with a seed of 3, which produces a cycle of length 2. Using

a =4 and c = 1 (bottom row) gives a cycle length of 9 with any seed in [0, 8]
m, 0 < m — the "modulus"”

a, 0 < a < m — the "multiplier"
¢, 0 < ¢ < m —the "increment"
Xo, 0 < Xy < m — the "seed" or "start value"

are integer constants that specify the generator. If ¢ = 0, the generator is often called a multiplicative congruential generator (MCG), or Lehmer RNG. If
¢ #0, the method is called a mixed congruential generator (14

When c¢ # 0, a mathematician would call the recurrence an affine transformation, not a linear one, but the misnomer is well-established in computer
1211
science.

., = (mX. + ¢c) modn



CTF DE EJEMPLO 1: CRIPTOGRAFIA

Tenemos:
o X, = seed (en el cédigo)
o X, X, X, X,, X, X, (en dump.txt)

¢Podemos conseguir m, ¢ y n?

X ;= (mX +c) modn

+



CTF DE EJEMPLO 1: CRIPTOGRAFIA
AVISO: SOLO VAMOS A ROMPER EL LCG

Ignoramos teoria RSA, PRNGS... Si queréis detalles:

Google CTF 2023 »
) seguir 3 () Favorito 6

m dave pablica | aritmética modular

23/06/2023 20:00 CEST - 25/06/2023 20:00 CEST

Todo el codigo desarrollado se puede consultar en la carpeta de scripts.

Least Common Genominator? &

352/676 soluciones | 50 puntos

Enunciado

Someone used this program to send me an encrypted message but I can't read it! It uses something called an LCG, do you know wha @

3

Archivos
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CTF DE EJEMPLO 1: CRIPTOGRAFIA

m-

m

m-

m

m-

= (m - seed + c) mod n

s5+ c¢) mod n
P

(s2— s1) - (51— seed)

'2

( di

s3) - (s2— s1) "mod n

seed) mod n

— seed) = 0 mod n

s3 — 81 = (81 — seed) - m mod n m = (s2 -

s1+c) mod n
s3—82= (82— 81)-mmodn m = (s3

- 89+ ¢) mod n
—) S4—8s3=(s3—s3)-mmodn ———) o, (54

s3+ ¢) mod n
85 — 84 = (84 — s3) -mmod n m = (s
o

- 84+ ¢) mod n
86— 85 = (85 — 84) -m mod n m = (s

51 — seed) !

: S])

52)

- 83)

- 5)

mod n

' mod n
! mod n
! mod n

! mod n



CTF DE EJEMPLO 1: CRIPTOGRAFIA

Conociendo n...




CTF DE EJEMPLO 1: CRIPTOGRAFIA

seed = 211286818345627549183608678726370412218029639873054513839005340650674982169404937862. 5 783328450267566.
s1 = 21667716755951840693391073650083771577011644858209814099939252795121991234183740342754655900048481359466714540842207316450!
52 = 67292729504676254562984546782196130904672548246793189930522945875701534249352673649718272771375219292027836215534219585337

s3 = 223039690330235292148470412270855394832010504901646491021827980599263430965111582888673016146484715167230520927613121051177.
s4 = 45788477877361437568508234071685191121752600926014768105398307926565687471366042501468581114187050541382661933481692397510:
s5 = 757833297947 54663 2551151 1223594009714789287109798229308172564751895044479551473994857918753954508:
56 = 25504204432703810030078735207630428374932441976166666677683971461105893016021198848366054186! 3 5 693434328908842!

10 = s1 - seed

t1 =52 - s1
t2 =53 - s2
t3 = s4 - s3
t4 = s5 - s4
t5 = s6 - s5

multiplel = (t@ * t2)
multiple2 = (t1 * t3)
multiple3 = (t2 * t4)

multiple4 = (t3 * t5) - pow(td, 2)
multiples = (t3 * t@) - (tl * t2)
multiple6 = (t4 * t@) - (t1 * t3)
multiple7 = (t5 * t@) - (t1 * t4)
multiples = (t4 * t1) - (t2 * t3)
multipled = (t5 * t1) - (t2 * t4)

multiplel® = (5 * t2) - (t3 * t4)

n2 = GCD(multiplel, multiple2, multiple3, multipled, multipleS, multiple6, multiple7, multiples, multipled, multiple1@)
m = (s2 - s1) * pow(sl - seed, -1, n2) % n2

c = s1 - seed*m % n2

assert s1 == (seed * m + ¢) % n2

CTF{COnGr@tz_RiV35t_5h4MiR_nD_Ad13MaN_WOulD_b_h@pPy}



CTF DE EJEMPLO 2: ESTEGANOGRAFIA
SYMATRIX

The CIA has been tracking a group of hackers who communicate using
PNG files embedded with a custom steganography algorithm.

An insider spy was able to obtain the encoder, but it is not the original
code.

You have been tasked with reversing the encoder file and creating a
decoder as soon as possible in order to read the most recent PNG file
they have sent.



CTF DE EJEMPLO 2: ESTEGANOGRAFIA

C

encoder.c  symatrix.png

encoder.c symatrix.png

Cédigo que Imagen con
anade el mensaje oculto
mensaje



CTF DE EJEMPLO 2: ESTEGANOGRAFIA

&Qué veis? (A qué os recuerda?



CTF DE EJEMPLO 2: ESTEGANOGRAFIA

Cédig en C generado por Cython



CTF DE EJEMPLO 2: ESTEGANOGRAFIA

__Pyx_INCREF(__pyx_kp_s_);
__pyx_v_bstr = __pyx_kp_s_;

while (1) {
__pyx_t_2 = PyObject_RichCompare(__pyx_v_n, __pyx_int_0, Py_GT); __Pyx_XGOTREF(__pyx_t_2); if (unlikely(!__pyx_t_2)) __PYX_ERR
@, 8, __pyx_L1l error
__pyx_t_3 = _ Pyx_PyObject_IsTrue(__pyx_t_2); if (unlikely(__pyx_t_3 < @)) _PYX_ERR(@, 8, __pyx_ L1 _error
__Pyx_DECREF(__pyx_t_2); _pyx_t_2 = 0;
if (!_pyx_t_3) break;




CTF DE EJEMPLO 2: ESTEGANOGRAFIA

Veamos el codigo




CTF DE EJEMPLO 2: ESTEGANOGRAFIA

@ solverpy X

image = Image.open(
nx_len, y_len = image.size
matrix = image.load()

x_len = int(nx_len / 2)

nx_len -= 1

(0, x_len):
pixel = matrix[j, i]

if pixel != matrix[nx_len - j, i]:
m += str(matrix[nx_len - j, i][2]

print(m)




CTF DE EJEMPLO 2: ESTEGANOGRAFIA

Download CyberChef ! Last build: 3 months ago - Version 10 is here! Read about the new features here Options 0 About / Support 0

Operations Recipe Bl E input + O3 m =

010000110101010001000110011110110101011100110100011010110110010101011111010101010111000001011111016011160110010100116000001
010110101010001101000001100010111001101011111010010010011010101011111010101000110100000110011010111110160011601101100001101
00011001110010000101111101|

Search. From Binary

Favourites *

From B.

mc 272 = 1 Tr Raw Bytes = LF

Output R0 ®::

(CTF{Wake_Up_Ne@+Thls_I5_Th3_Flag!}

CTF{W4ke_Up_NeO+Thls_I5_Th3_Fl4g!}




CTF DE EJEMPLO 3: MISCELANEA / PPC
NPC

A friend handed me this map and told me that it will lead me to the
flag.

It is confusing me and I don't know how to read it can you help me
out?



CTF DE EJEMPLO 3: MISCELANEA / PPC

« B B B

encrypt.py hint.dot secret.age USACONST.TXT
YPL-PY

encrypt.py hint.dot secret.age USACONST.TXT

Cédigo que “Mapa” para Mensaje a Constitucion
cifra el encontrar la descifrar de Estados
mensaje flag Unidos



CTF DE EJEMPLO 3: MISCELANEA / PPC

Sabemos:

e Una contrasena formada por 28 caracteres (hay 28 nodos en el
grafo).

e La contrasena esta formada por n palabras de la constitucion de
EEUU.

Veamos la estructura de la pista



CTF DE EJEMPLO 3: MISCELANEA / PPC

generate hlnt(paSShOId)
random =
id_gen =
graph =G |
for letter passwor
graph.nodes.append(N letter, id_gen.generate_id
for a, b in zip(graph.nodes, graph.nodes[1:]):
glaph edges. append( (a, b))
_ i int(len(password)**1.3
a, b= 1andom sample(graph.nodes, 2)
graph.edges.append(Edge(a, b))
random. shuffle(graph. nodes)
random. shuffle(graph.edges)
for edge in graph.edges:
- random.random() % 2:
edge.a, edge.b = edge.b, edge.a
rn graph

graph |f
1051081353 [label=a];
66849241 [label=a];
53342583 [label=n];
213493562 [labe
4385267 [label=i]
261138725 [labe E
51574206 [label=t];
565468867 [label=e]; 53342583 -- 565468867;
647082638 [label=1]; 582531406 -- 76544105;
177014844 [label=d]; 125615053 -- 120330115;
894978618 [label=e]; 264939475 -- 572570465;

) iz

948544779 [label=n]; 53342583 -- 565468867;
= = peaion
572570465 [label=n]: 532012257 -- 264939475;

582531406 [label=r]; 346347468 -- 532012257,

264939475 [label=a]; 125615053 -- 582531406;
415170621 [label=s]: 177014844 -- 120330115;

[

[1

(1
532012257 [label=t];
151901859 [label=v];
346347468 [label=qg];
148496047 [label=qg];
125615053 [label=s];
723039811 [label=e];

28!33 = 84 aristas erroneas + 28 originales=112 totales | 50% revertir



CTF DE EJEMPLO 3: MISCELANEA / PPC

éIldeas?



CTF DE EJEMPLO 3: MISCELANEA / PPC

Con los nodos, podemos descartar:

e Cualquier palabra que tenga una letra que no esta en el
grafo. (292 palabras restantes)

e Cualquier palabra que tenga un niimero mayor de una letra
que el que hay en el grafo. (259 palabras restantes)



CTF DE EJEMPLO 3: MISCELANEA / PPC

Con las aristas, podemos descartar:

e Cualquier palabra que tenga una sucesion de 2 letras no
presente en el grafo. (86 palabras restantes)

&Y ahora qué?



CTF DE EJEMPLO 3: MISCELANEA / PPC

Hay unas letras que solo se repiten una vez. Se coge la letra
que menos palabras candidatas tiene.

En este caso, la “c” solo se repite una vez en toda la

6 9

contrasena, y solo 7 palabras tienen “c”:

| 'chosen’', 'consist', 'consent’, 'charged', 'encreased’,
'congress’', 'created’|

Una palabra de estas debe estar en la contrasena.



CTF DE EJEMPLO 3: MISCELANEA / PPC

Problema del nimero n de palabras de la contrasena.

En base a prueba y error, con 28 caracteres y las palabras
candidatas, tenia que tener entre 4 y 5 palabras.

Tomar 86 palabras candidatas de 5 en 5 era una locura
computacionalmente.

669

Tomarlas de 4 en 4 y anadir las palabras con “c” no.



CTF DE EJEMPLO 3: MISCELANEA / PPC

Combinando las palabras solo existen 6 posibles
combinaciones.

solutions = [["consist",

tPero y el orden? 5! * 6 = 720 combinaciones



CTF DE EJEMPLO 3: MISCELANEA / PPC

['consistandwhateversigndanger
'consistanddangersignwhatever',
'consistwhateverdangerandsign’
'consistsignwhateverdangerand’
'consistdangerwhateverandsign’
'andconsistwhateverdangersign’
'andwhateverconsistsigndanger’
'andwhateverdangersignconsist’
'andsigndangerconsistwhatever’
'anddangerwhateversignconsist’
'whateverconsistsignanddanger’
'whateverandconsistdangersign’
'whateversignconsistanddanger’
'whateversigndangerandconsist’
'whateverdangersignconsistand’
'signconsistwhateverdangerand’
'signandwhateverconsistdanger
'signwhateverconsistdangerand’
'signdangerconsistandwhatever’
'signdangerwhateverandconsist’
'dangerconsistsignandwhatever’
'dangerandwhateversignconsist’
'dangerwhateverandconsistsign’
'dangersignconsistwhateverand’
'consistwhatevergrandansigned’

'andsigndange

'consistandwhateverdangersigr

'consistwhateverandsigndanger'
'consistwhateverdangersignand’
‘consistsigndangerandwhatever’
'consistdangerwhateversignand'
‘andconsistsignwhateverdange
'andwhateverconsistdangersign
'andsignconsistwhateverdange
whateverconsist'
'anddangersignconsistwhatever'
'whateverconsistsigndangerand'’
'whateverandsignconsistdanger’
'whateversignconsistdangeran
'whateverdangerconsistandsign’
'whateverdangersignandconsist’
'signconsistdangerandwhatever'’
'signandwhateverdangerconsist’
'signwhateverandconsistdanger'
'signdangerconsistwhateverand'
'dangerconsistandwhateversign’
'dangerconsistsignwhateverand’
'dangerandsignconsistwhateve
'dangerwhateverandsignconsist’
'dangersignandconsistwhatever’
'consistwhatevergrandsignedan’

, 'consistandsignwhateverdanger’

'consistwhateveranddangersign’,
'consistsignandwhateverdanger
'consistsigndangerwhateverand
'consistdangersignandwhatever
'andconsistsigndangerwhatever'
'andwhateversignconsistdanger
'andsignconsistdangerwhatever
'anddangerconsistwhateversign'
'anddangersignwhateverconsist'
'whateverconsistdangerandsign’
'whateverandsigndangerconsist'
'whateversignandconsistdanger
'whateverdangerconsistsignand'
'signconsistandwhateverdanger',
'signconsistdangerwhateverand
ignanddangerconsistwhatever
'signwhateveranddangerconsist'
'signdangerandconsistwhatever',
'dangerconsistandsignwhatever'
'dangerandconsistwhateversign’
‘dangerandsignwhateverconsist',
'dangerwhateversignconsistand'
'dangersignandwhateverconsist'
'consistwhateverangrandsigned',

'consistandsigndangerwhateve
'consistwhateversignanddanger
'consistsignanddangerwhatever

'consistdangerandwhateversign’
'consistdangersignwhateverand’

‘andconsistdangerwhateversign
andwhateversigndangerconsist
'andsignwhateverconsistdanger

'anddangerconsistsignwhatever’

whateverconsistandsigndanger

'whateverconsistdangersignand’
ihateveranddangerconsistsign'
thateversignanddangerconsist'

'whateverdangerandconsistsign’

'signconsistanddangerwhatever’

'signwhateverdangerconsistand

'signdangerandwhateverconsist',

signandconsistwhateverdanger’
'signanddangerwhateverconsist’,

'dangerconsistwhateverandsign’
'dangerandconsistsignwhatever’
'dangerwhateverconsistandsign’
'dangerwhateversignandconsist’
'dangersignwhateverconsistand’

'consistwhateveransigned

rand'

'consistanddangerwhateversign',

'consistwhateversigndangerand’
'consistsignwhateveranddanger
'consistdangerandsignwhatever
'andconsistwhateversigndanger’
'andconsistdangersignwhatever
'andwhateverdangerconsistsign’
'andsignwhateverdangerconsist’
'anddangerwhateverconsistsign’
whateverconsistanddangersign’
'whateverandconsistsigndanger
'whateveranddangersignconsist’
'whateversigndangerconsistand
'whateverdangerandsignconsist’
'signconsistwhateveranddanger’
'signandconsistdangerwhatever’
'signwhateverconsistanddanger
'signwhateverdangerandconsist’
'signdangerwhateverconsistand’
'dangerconsistwhateversignand
'dangerandwhateverconsistsign’
'dangerwhateverconsistsignand
'dangersignconsistandwhatever’
'dangersignwhateverandconsist'’
'consistwhateversignedgrandan’

CTF{S3vEn_bR1dg35_0f_KOeNlg5BeRg}



REFERENCIAS

CTFTime: https://ctftime.org/

Google CTF 2023: https://capturetheflag.withgoogle.com/
Cryptonomicon:
https://github.com/Daysapro/cryptonomicon

HackTricks: HackTricks - HackTricks



https://ctftime.org/
https://capturetheflag.withgoogle.com/
https://github.com/Daysapro/cryptonomicon
https://book.hacktricks.xyz/v/es/welcome/readme

Muchas gracias

Caliphal Hounds :



